Internal Controls

“TheyAre Everyone’8usiness”
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Understandinternal Controls
|dentify ControlWeaknesses
Fraud

BestPractices






Question#l

Internal controlis a processdesignedo provide
reasonableassuranceegardingthe
achievemenbf whichobjective?

A. Effectivenesandefficiencyof operations
B. Reliabilityof financialreporting

C. Compliancwvith applicablelawsand

D

regulations
. Allof the above



Internal Controls

Internal

Controls

Valdosta State University



Whatare Internal Controls?

Systems and processes designed to provide management
with reasonable but not absolute assurance that the goals
and objectives it believes important to the entity will be met.

Internal controls should be a part of HOW you do your job,
not just “added” to what you already do.



What'sthe Purposeof Internal
Controls?

Achievegoals

Carryout managemendirectives
Reducesurprises

Increaseeliablility of information
Promoteefficiencyand effectiveness
Safeguardassets

Complywith rulesandregulations



Question#2

Who is responsible for internal controls?

A. Upper management

B. Accountants and Auditors
C. Supervisors

D. All employees



Responsibilityand Accountability

 Deansdepartment * Individualemployees
heads,chairpersonsand haveresponsibility for
directorsare primarily evaluating establishing
responsiblefor and/or improving,and
Identifying the financial monitoringinternal
andcompliancerisksand controlsfor their areasof
Internal controlsfor their responsibilityand

operations. accountability



WHYAre Controlsimportant?

Management viewpoint

e Transactions are recorded (complete)
« Profitability and reporting accuracy

e Assets are secure and existent
 Compliance with laws and regulations



WHYAre Controlsimportant?

Worker’s standpoint

* Reduce errors
* Protection and evidence of no wrongdoing

o Simplify



ControllingOpportunity

Prevent

L

Control  Monitor

Deter
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Whatdo internal
controlslook like?



Question#3

Control activities can be defined as:

A. A means to an end

B. Authorized procedures

C. The particular category in which a control is placed
D. The actions of people to help ensure that

management directives necessary to address risks
are carried out



WhatcanlCprotect against?

Conflictsof Interest

Purchasingschemes$ TurnaroundSales
Bribery & Incentives

Kickbacks

Billing Schemes

ShellCompanies

NonAccomplicé/endord PersonaPurchases
ExpenseReimbursements
FictitiousExpenses

Multiple Reimbursements



Why Shouldl Care?

Protect yourself
Protect your assets
Help you do your job
Help deter fraud
Management directive



WhatIf We Don’'t HaveControls

Controldeficiency:

Thedesignor operationof a control doesnot allow
managemenbr employeesjn the normalcourseof

performingtheir assignedunctions,to preventor detect
misstatementon atimely basis.



ControlDeficienciesCanResultln:

e Breakms(doorsnot locked;accesgrom outsidenot
controlled)

o |Dtheft

* Wrongprisonersreleased

o Assetamisappropriatedstolen)

« Lawsbroken

* Misstatedfinancial



Exampléel of ControlDeficiencies

 GATechprofessorshakingdown students

 http://www.ajc.com/news/news/breaking
news/georgiatech professoraccusedakingr
20k students/nd734/




Example2 of ControlDeficiencies

 Threeemployeeaunderinvestigationby the
FBIlfor suspectedraud of $1.5million at
Georgialech

 http://www.wsbtv.com/news/news/local/audi
t uncoverssuspectedraud georgiar
tech/nbz5K/




EvaluatingrourWork Environment
and ldentifyingDeficiencies



COSModel



HowdoesCOS@pplyto you?

Operations
FinanciaReporting
Compliance



GoodInternalControlsHelpto Ensure:

Effectiveand EfficientOperations:Forexample:

* Auniversityhasmulti million dollarendowmentthat is investedin awide
rangeof traditional and nontraditionalinvestmentvehiclesto maximizeits
Investmentreturn and spreadrisk.

* Aninstitution isbeginning an aggressiveapitalcampaigrand will be
assessings resourcerequirements(e.g.people,systems}o effectively
manageit.

* Aninstitution isimplementinga new payrollsystemandwantsto ensure
that the implementationwill be within budgetandthat the resultingsystem
will meetits desiredbusinesbjectives.

In eachof theseexamplesgoodinternal controlsgivethe stakeholders(i.e.,
benefactorsdonors,students,parents,ITusers)more faith in the institution’s
ability to manageits operationseffectivelyand




GoodInternal ControlsHelpto



GoodInternalControlsHelpto Ensure:

Compliance withLawsand RegulationsForexample:

* Acollegefilesits Form990with the IRSon atimely basis andthe
tax return evidenceghat the institution complieswith IRSules
andregulations.

e Auniversityundergoesaselfr




COSMModel: Environment

e Goodcontrol environment
— Competentpeople
— Understandresponsibilities
— Knowledgeablemindful, committed
— Policiesproceduresgthics






COSMModel: Riskassessment

e Categories
e Error
e Omission
e Delay
e Fraud
« Balancebetweenthe impactof the eventor
action,andthe costof implementinga control




Question#4

Your department has been struggling to implement the

monitoring component of the COSO framework. Which

of the following is NOT correct in how the department

can implement the monitoring component?

A. Monitoring can be an ongoing process.

B. Monitoring can be conducted as a separate
evaluation.

C. An adequate internal audit staff can reduce external
audit costs.

D. The independent auditor can serve as part of the
control environment.



COSModel: Control Activities

1. Preventive controls

e Written policies and procedures
 Employees know what is expected of them
 Reference material
e Training material
e Consistency & continuity
Segregation of duties
Physical control of assets
Transactions are authorized and approved
Supporting documentation



COSModel: Activities

2. Detective
e Inventory counts
* Reconciliations
e Correct
 Routine
e Timely
 Reviewed by a person outside of the process
« Monitoring that policies are being followed






COSMModel: Communication

« \Who does your department communicate to?
* \Who provides information to your department?
e Consider:

e Faculty

e Students

e Customers

o Suppliers

* Regulators

e Other departments



COSOQModel: Monitoring

 What do you do to make sure that everyone is
doing their job well and that all these controls are
working properly?

* You can have the best internal controls in place
but if you never check to see that the controls are
operating right chances are they are NOT.



Consequences of Poor Monitoring

e Loss of reputation/Front page test
 Unable to meet financial obligations
e Sanctions for non-compliance

« Additional rules and regulations



How does COSO apply to you?

Monitoring
Information and Communication
Control Activities
Risk Assessment
Control Environment



COSModel



Testyour Observation
https://youtu.be/8 hapS2SPz4




CorrectingControlDeficiencies

When business controls contain weaknesses we
must choose between the following alternatives:

* Increase supervision and monitoring

 |nstitute additional or compensating controls
and/or

* Accept the inherent risks with the control
weakness (assuming management approval)



WhatIf We Don’'t HaveControls

We open the door for FRAUD:



Opportunityfacilitatesthe ability to commit

fraud

— Weakinternal control environment
— Poormanagemenbversight
— Misuseof positionor authority

FraudTriangle:Opportunity



Thisisthe individualwho setsthe
TONE
Whichin turn providesthe
OPPORTUNITY
Forfraud to occur

FraudTriangle:Opportunity



Fraud



Most pressurecomesfrom a significant
financialneedor problem

— Familysituation

— Medicalbills

— EXpensiveastes

— Addictionproblem
— Greed

FraudTriangle:Motivation



Rationalization

FraudTriangle:Rationalization



TypicalFraudster?

Male
36to 45yearsold

Hasnot beenpreviouslychargedor convictedfor afraud r
related offense

Seniormanagemenposition

Universitydegree
Livingbeyondone’smeans(financialdifficulties)
Employedoy



Whatabouttrust?



SituationsThatMay Contributeto

FraudulentActivities

Ineffectiveinternal controls
Insufficientsupervision
Highpersonnelturnover
Lowemployeemorale



BESPRACTICES



Value your Signature

 Know what you are signing
o Ask ifitis a wise use of taxpayer or student funds?
* You are responsible for what you havfu9004t.?3StsS8046 Tw [(



Protect your Password

 Don’t share your password with anybody.

 Don’t let anyone watch you enter your password.

e Use a strong password that you don’t have to write
down.



Protect your Password

Student Admits To Hacking Into University's
Computer System To Change Grades



DevelopWritten Procedures

Resourcdor currentemployees
Trainingtool for new employees
Promoteconsistencyandefficiencies

Manageexpectations- everyoneknowswhatis
expectedof them.



Segregatiorof Duties

 Nooneshouldcontrolany



Financiabnd Other Reports

Review budget reports

Review reports showing who accessed
computer files

P-cards

Accounts Payable

Accounts Recelvable

Payroll



PCards
GATech

https://www.youtube.com/watch?v
=BuuenlpwdJdo




Cash

Deposit all cash and checks at the Bursary
daily

Keep cash locked up

Dual controls

Accountability: Sign-off each time cash
changes hands



Example:

e Cash (contd):
 What are some controls:
e Segregate receiving, depositing,
recording and reconciling
« Regular reconciliations
« Accountabillity, including sign-offs and



Example:

e Review your cash transactions:
 What are the risks:
e Misappropriations
« Diversion of funds
e Posting to wrong client account



We’'ve AlwaysDonelt ThatWay

e Review



Approvals

e Document:

e What?

e Why?



Prevent& DetectFraud

Trust your Instincts
Be open to concerns from your staff
Insist policies and procedures are followed:
* Prevent fraud
* Protect employees from accusation of fraud
* Protect employees from temptation
Not everything that looks suspicious is a fraud,
but every fraud looks suspicious. If it looks
suspicious, follow up on it.



Question#b

* Inauniversitysettingwhat areais mostlikelyto haveweak
Internal controlswhere fraud couldoccur?

A.Accounting
B.Operations
C.Information Technology
D.HumanResources



DONOTCIRCUMVENNTERNACONTROLS



Accountability

—oryourself
—orothers
—ordoingthe right thing




Whereis



Accountability
UGA- FinancialWrongdoing

http://www.wsbtv.com/news/local/channeP r
Investigationexposedinancialr
wrongdoi/26909704




Resources

VSUnternal Audit— HeidiCox245 2491
VSULegalOffice— TonyThomas333 6351
VSWHotline 8776168470
USGOIAG-4048628034




Commentsand Questions?



